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(57) Abstract 

A card holder's credit card (10) (or the like) is programmed to store the holder's electronic e-mail address (30) and preferably 
encryption key (30)ria addition to normal credit-card account .data, During or after the time of a transaction the e-mail '"fo^f °" V 
h SL a processor (70) at the point of transaction transmits preferably encrypted transaction data automatically o the e-ma"iddr 
for example, via the internet (100) e-mailed data (30) is thus available to the card holder's computer system 120) and/or a rec 
server system (140) The data, which may be retrieved using push-pull internet technology, may be incorporated mto an accounting t; 
?r^gr^m 30).^ Such program 130) can aLma.ically provide the carf holder with an up-t^date [-corf of c«d.t c^^^ transactions, with 
y.ring the card holder to manually enter transaction data or to archive paper receipts documenting the transacaon. 
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METHOD AND SYSTEM FOR AUTOMATED ELECTRONIC RECEIPT OP 
5 TRANSACTIONS 

PTCT.aTTOMSHTP TO PREVIOUSLY FILED A PPLICATION 
This is a continuation-in-part application of applicants' 
co-pending U.S. patent application serial no. 08/853,955 

10 filed May 9, 1997 entitled MODULAR SIGNATURE AND DATA- 
CAPTURE SYSTEM AND POINT OF TRANSACTION PAYMENT AND 
REWARD SYSTEM, and assigned to the assignee herein. 
Corresponding to said application is pending PCT 
application US98/ 09448, having an international filing 

15 date of May 8, 1998. 

FIELD OF THE INVENTION 
This invention relates to devices and systems that elec- 
tronically process debit and/ or credit transactions for 
20 users, and more specifically to methods and systems that 
automatically provide users with an electronic receipt 
and accounting for such transactions. 

BACKGROUND OF THE INVENTION 

25 Electronic transactions are commonly practiced by many 

individuals who incur a debit or credit electronically at 
a store or other point of transaction, using a credit 
card or the like. If a purchase or cash advance is made, 
the account of the user or card holder should be debited, 

30 and if a deposit or return is being made, the account 
should be credited. As used herein, the term 
"electronic card" or "credit card" shall be understood to 
include credit cards, debit cards, loyalty cards, and so- 
called smart cards. Such cards include on-card memory 

35 that stores card holder account identification and 
-reiated- data. -J ■• ■ 
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The card holder typically hands his or her credit card to 
a cashier at the point of transaction. The cashier 
enters the subject transaction (e.g., purchase of ten 
shirts at $25.00 each, two ties at $20.00 each, etc.) 
into an electronic system, within a matter of seconds or 
mxnutes the transaction is processed and the card • 
holder's credit card account is debited by the amount of 
the transaction. Or, if a deposit or perhaps merchandise 
exchange is involved, the account should be credited. 

When the transaction is complete, the cashier typically 
hands the card holder a paper receipt from the store 
xtemizirig the transaction, as well as a paper receipt 
documenting the credit card transaction. Not 
infrequently the card holder may misplace the paper 
receipts, which can make reconciling the monthly 
statement from the credit card company difficult. 
However, even a diligent card holder who has not 
misplaced the paper recess, win . h to. spend time 
manually confirming the accuracy of the monthly 
statement. Typically the card holder will manually enter 
the transaction data into an accounting system, for 
example, the popular Quicken™ software program marketed 
by intuit™, or the Money™ software program marketed by 
Microsoft™. Often the card holder will have several 
credit cards, which compounds the amount of manual labor 
to be carried out on a monthly basis, if accurate records 
are to be maintained, especially for business or tax 
purposes. 

Thus, there is a need for a system whereby a card 
holder's accounting records can automatically be 
maintained and updated to reflect transactions made with 
a credit card. Such system should not require the card 
holder to manually reenter transaction data or even to 
retain paper receipts that were received at the point of 
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The present invention provides such a system and method 
for automatically providing electronic receipt and 
transaction accounting. 

<!TTMMAT?Y O F THE PRESF NT TNVENTION 

According to the present invention, the credit card, 
debit card, loyalty card, smart card, or the like with 
which a consumer enters into a debit or credit 
transaction is used tostore the card holder's e-mail 
internet address, in addition to the usual card 
identification and account data. After the card is read 
electronically at the point of transaction, a copy of the 
transaction data is preferably encrypted and then 
electronically despatched to the card holder's e-mail 
address. The encryption key preferably is stored on or 
within the card. Despatch of data to the card holder's 
e-mail address may occur in real-time, or at a later 
time. 

More particular lyV the e-mail address and pr^fe^^^^^^ 
encryption key will have been stored magnetically or 
electronically within the user's card. During the 
transaction, the e-mail address is read along with the 
normal card and account identification data. A processor 
at the point of transaction receives this data and 
forwards the preferably encrypted data to the card 
holder's e-mail address on a network such as the 
internet. The forwarding of such data can occur in real- 
time or at a later time. 

The internet makes the e-mail addressed data available to 
the card holder's computer and/or to a receipt server 
system, from whence the card holder can download the 
data. If desired, so-called push-pull technology may be 
used to force the data to the card holder such that the 
card holder need not actively retrieve the data. If 
desired, push-pull technology, could even bring the data 
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dxrectly xnto the card holder's financial software in th 
card holder's computer system, for inclusion T / 
the financial accounting therein. " '"'^''"^ 

Accounting type software executable by the card hi. 
computer receives the e-mail addressed data lich 7 
encrypted and then processed.* The result i^ Wth 
card holder has available a current 

card holder having to naintain paper oooies fh=. 
normally te received at the ti.e c/traLactJcn "T 
Without the card holder having to .anuali; ent; Z 
froB the transaction(s). 



If desired, push/pun technology could cause the de 
encrypted e-.ailed data to be downloaded and incut 
directly to the card holder's accounting t 
in such an iMple„entation, the acclun, f ' 
- would he .aintainid essentially Scaur ^""""^ 
Alternatively, the data could be e-».ii addressed to a 
receipt server system that per-forns the ..T I 
than , account-pLes::: dtartt^'r:"^ 

-Ider, electronically, by ordinary „ail. or otherwise. 

Other features and advantages of the invention win ao 
pear fro„ the following description in which the 
preferred er*odiinents have been set forth • ! 
0 conjunction with the acco.panying^araX^ ' 

FIGURE 1 IS a blooc diagram of an e^Mpla^yste. 
implenenting the present invention. 

5 



10 



15 



20 



PCTAJS98/22539 

AVO 99/21327 

Figure 1 is a block diagram of an exemplary system 
implementing the present invention, which can provide an 
automatic electronic accounting of transactions, debit 
and/or credit, involving a debit or a credit to an 
account of a card holder. At a point of transaction, 
typically a check-out cashier counter at a store, the 
card holder tenders his or her credit card 10 to a 
cashier who passes the card through a device 20 that 
electronically reads card holder information 30 stored in 
the card. An especially sophisticated device 20 with 
which the present invention may be practiced is the 
PenWare model 3000 unit, developed by PenWare Corp. of 
Sunnyvale, California. The PenWare model 3000 can 
accommodate credit cards, debit cards, loyalty cards, 
smart cards, and handwritten data and includes on-device 
modem capability. However, the present invention may be 
practiced with any device that can read credit cards, 
smart cards, debit cards, loyalty cards or other 
electronic cards -that, can , store ..ca^^^^^^ inf ormation 

including electronic address information. 



If card 10 is a credit card, information 30 is typically 
stored in one or more magnetic strips 40, and if the card 
is a smart card 10', information 30 will be stored in an 

25 internal memory 50. In the prior art, information stored 
on a card has been limited to card holder identification 
account number, perhaps a personal identification number 
("PIN"), and data indicating the maximum dollar amount 
that may be charged to the identified account number in a 

30 debit transaction. However, devices 20 such as the 

PenWare model 3000 can read three strips 40 of magnetic 
data from a card 10, as contrasted with only two strips 
for many competing devices. Thus, PenWare model 3000 
type devices 20 permit magnetically encoding additional 

35 data on a third magnetic strip among strips 40 on card 
10. 
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According to the present invention, card-stored 
information will now also include an e-mail or equivalent 
electronic address to which communications intended for 
the card holder may be electronically transmitted. To 
promote security, card-stored information preferably will 
also include an encryption key. The present invention 
thus assumes that a card holder will indeed have 
available an e-mail or equivalent electronic address. 

When the card is issued to the card holder, the holder's 
e-mail address will be stored along, with other user 
identification data and account number, by the card 
issuer in magnetic strip 30 or memory 40. Of course the 
e-mail address may be added later, for example, if the 
card holder acquires an e-mail address after obtaining 
the credit card. 



20' 



The e-mail data and any encryption key information 

°n a third one of the~ magnetic strips 40 . 
At present, each magnetic strip can store about 70 bytes 
of information and in practice it may be necessary to 
utilize the third magnetic strip on a card to store e- 
mail and encryption key information. However, as noted, 
25 devices 20 of the PenWare 3000 class can read three 

strips of magnetic data. In non-magnetic strip cards, 
^ smart card 10', the e-mail data and preferably 
encryption key data may be stored in read only memory 
("ROM") 40 contained within the card. 

30 

During a transaction conducted with card 10 or 10', 
device 20 is coupled via connection 60 (which may be a 
cable or wireless connection) to an in store processor 
70. Typically processor 70 will be a component in an in 
store server system, and will may be coupled to a 
corporate level server 80. Collectively, device 20 and 
.terver^.70 ..and ,(i.f.->pre.s.ent) -server tSO. comprisei a^ -i.^^ 



35 
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transaction terminal. A sufficiently sophisticated 
device 20, e.g., a PenWare 3000, may in fact comprise the 
entire transaction terminal, as it contains a modem and 
internally executable modem communication software. 

In any event, server 70 or (if present) server 80 are 
coupleable via connection 90 (which may be wired ot 
wireless) to an electronic communication network 100 such 
as the internet (or equivalent) . As such, it is 
understood at either or both of server 70 and server 80 
will include a central processor unit ("CPU"), memory, 
and a modem communications program executable by the CPU 
to communicate with network 100. To promote user 
security, server 70 and/or server 80 will store in memory 
a data encryption routine that will encode the user's 
transaction data, preferably using an encryption key 
stored in or on card 10. 

In practice , itj may. be con^^ 

to post all transactions for all relevant card holders 
from server 70 or 80 to network 100 at the end of the 
working day or at some other time period, rather than' to 
post in real-time on a transaction-by-transaction basis. 

Thus, in the course of the subject transaction, device 20 
reads the card holder's account identification and credit 
limit data, and also reads the card holder's e-mail 
address. If present, encryption key information on card 
10 is also read by device 20. Device 20 then provides 
all of these data to server 70. Server 7 0 and/ or 80 
posts the details of the transaction (in real-time or 
subsequently) to network 100 using the e-mail address 
recorded on card 10 or 10', the transaction details 
preferably being transmitted as encrypted data. 

In due course, typically within minutes or hours, the e- 
mair addressed transaction data is . available .via links 
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110 to the card holder's' co«,puter system 120. of course 
multiple card holder's could access their own data using 
different computer systems, e.g., system 120 for card 
holder 1, system 120-1 for card holder 2, etc or 
5 multiple card holders could retrieve their data from a 
common computer system (e.g., 120) . Retrieval of the e- 
laail addressed data may be implemented so as to require 
the card holder to log into the network using his or her 

10 r"^' f ""^""^ --^-ant, password, and request 

10 downloading of the transaction data, if the transmitted 
data were encrypted, then the data will be de-encrypted 
by system 120, or 120-1, etc. using the appropriate 
encryption key information. 

15 Preferably the user's computer system 120 will include an 
accounting software package 130 or 130-1, e.g 

Quicken™, Money™, etc ThT«= ^^-p*. ' ' 

' ^ ' ^^^s software package receives 

and incorporates the e-mailed transaction data and can 
maintain the current debit and credit status of the 
20 user's account or accounts: Essentially automatically, 
the account is maintained in an integrated fashion with 
little or no bookkeeping effort required on the part of 
the card holder. 



25 



30 



35 



If desired, push/pull type internet technology may be 
provided such that whenever there is relevant transaction 
data for a given card holder, the data is automatically 
downloaded and made available to, by way of example 
computer system 120. if desired, the data could be' 
automatically downloaded and coupled to the financial 
software package 130, to be loaded therein to 
automatically update the accounting record maintained by 
tnis software package. 

Alternatively, some card holders may prefer to have a 
receipt server system 140 receive their e-mail addressed 
^^.^9yi^^.:^^ data to them .when-rdesiged by the^ .-= - 
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card holder. If desired! receipt server system 140 could 
even de-encrypt and process the data, e.g., with an 
accounting software package 13 0. For example, some card 
holders may not own a computer system 120, or may be 
5 relatively unskilled in the use of computers. Receipt 
server system 140 can provide the card holder with .soft 

copies of the processed accounting data via wired or 
wireless link 150. Of course, receipt server 120 could 

instead or in addition provide hard copies to card 
10 holders so desiring, e.g., hard copy 160 to card holder 

1, hard copy 160-1 to card holder 2, and so on. The card 

holder could be provided with receipt server-processed 

information periodically, e.g., monthly. 

15 The integrated processed information might appear as 
follows: 

John Smith, checking account no. 123.456 

1 /I /97 Starting balance: $5,000.00 

^ , -§1.000.00 

20- 1/5/97 checl<no.123 

1/7/97 Macy's - VISA card no. 19283: 
10 shirts @25.00 = $250 
2 ties @ $20 = $ 40 

-$ 290.00 

25 1/12/97 Sear's - Master Card no. 34838: 

Refund: 

1 BBQ at $50 + * ^0.00 

1/15/97 Brook's Bros. - VISA card no. 19283: 

1 men's suit @ $350 350.00 
30 1/20/97 Check no. 124 -^1.500.00 
1/28/97 check no. 125 



35 



40 



1/31/97 Balance: 



$1,310.00 



The above example shows the user's ordinary checking 
account activities integrated with, in this example, 
transactions made with two different credit cards, in 
which two of the transactions were debit and one was 
credit, in this example, the credit card transaction 
data are automatically entered into the accounting 
software program used to prepare the above accounting. 
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according to the present invention. The check 
information typically will have been manually entered by 
the user when writing the checks. 

AS noted, if the credit card transactions are sent and 
received substantially in real time, on or about 1/7/97 
the user's accounting softwar4 would have shown the 
$5 000 initial balance, the $i,000 check debit, and the 
$290 fxrst credxt card transaction debit, on or about 
1/12/97, the accounting software would not further 
reflect the $50 credit card credit, and so forth if 
desxred, several people might wish to share the same e- 
mail address, perhaps a husband and wife, m such case 
the integrated processed information would include the ' 
credit card transactions made by either or both 



Modifications and variations may be made to the disclosed 
embodiments without departing from the subject and spirit 
Of the invention as defined by the following claims. For 
20 -example, retrieved information oFdata are "not limited to 

receipt data per se, but could include one or more entire 

documents, contracts perhaps. 
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WHAT IS CLAIMED IS: 

1. A method of automatically tracking transactions 

made with at least one electronic card owned by a card 
holder, the method comprising the fbllowing steps: 

(a) storing on each said electronic card, in 
addition to data identifying card account and card, 
holder, an electronic address for said card holder; 

(b) using said electronic card at a point of 
transaction to pay for cir receive credit for a 
transaction; 

(c) during each said transaction, electronically 
reading from said electronic card said electronic address 
as well as said data identifying card account and card 
holder; 

(d) for each transaction, electronically 
transmitting information identifying subject matter of 
the transaction over an electronic network to said 
electronic address for said card holder; 

(e) electronically receiving jiaid j.nf^ 

transmitted at step (d) ;, and 

(f) using information received at step (e) to 
generate an accounting that includes each said 
transaction and includes said information identifying 
subject matter of each said transaction. 

2. The method of claim ,1, wherein said electronic 
car,d includes at least one card selected from the group 
comprising (a) a credit card, (b) a debit card, (c) a 
loyalty card, (d) a smart card, (e) a card including 
magnetic storage media, and (f) a card including solid 
state storage media. 

3. The method of claim 1, wherein said electronic 
card is a credit card containing magnetic storage media, 
and wherein step (a) includes at least one step selected 
from a group consisting of (i) storing said electronic 
address in a third magnetic strip on said credit card, . . 
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(ii) storing an encryption key to be used to encrypt 
transaction data for said card holder, and (iii) storing 
an encryption key to be used to encrypt transaction data 
for said card holder in a third magnetic strip on said 
credit card. 



4. The method of claim 1, wherein at step (a) said 
electronic address is an internet e-mail address. 



5 5. The method of claim 1, wherein step (d) 

includes transmitting said information via the internet 
to said electronic address. 



6. The method of claim 5, wherein step (d) is 
carried out using a system selected from the group 
consisting of (i) a self-contained device used in step 
(c) to carry out said reading, which device includes a 
modem used to couple information to the internet. 

'^^■^'"'^th^d^^^^^ 
carried out in a fashion selected from the group 
consisting of (i) transmitting said information in real- 
time during said transaction, (ii) encrypting and then 
transmitting said information in real time during said 
transaction, (iii) transmitting said information at a 
time after completion of said transaction, and (iv) 
encrypting and then transmitting said information at a 
time after completion of said transaction. 

8. The method of claim i, wherein step (e) is 
carried out at a site different than said point of 
transaction. 



9. The method of claim i, wherein at step (e) 
said information is received at a computer system 
accessible by said card holder. 
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10. The method of claim 1, wherein step (e) is 
carried out in a fashion selected from the group 
consisting of (i) receiving said information in real-time 
during said transaction, and (ii) receiving said 
information at a time after completion of said 
transaction, ' 

11. The method of claim 9, wherein step (f) is 
carried out by said computer system executing a financial 
accounting routine that integrates into an accounting 
said information identifying subject matter of said 
transaction. 

12. The method of claim 9, wherein at step (e) , 
said information is received at a receipt server system, 
wherein step (f ) is carried out by said receipt server 
system executing a financial accounting routine that 
integrates into an accounting said information 
identifying subject matter of said transaction. 

13. A system that automatically tracks transactions 
made with at least one electronic card that stores data 
identifying the card account and the card holder and an 
electronic address for the card holder, which electronic 
card is used at a point of transaction to pay for or 
receive credit for a transaction, the system comprising: 

a first device able to read all said data stored on 
said electronic card; 

a second device that, for each transaction, . 
electronically transmits information identifying subject 

of the transaction over an electronic network to 
said electronic address for said card holder; 

a computer system that electronically receives said 
information transmitted by said second device and uses 
said information to generate an accounting that includes 
each said transaction and includes said information 
identifying subject matter of each said, transaction. 
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14. The system of claim 13, wherein said electronic 
card includes at least one card selected from the group 
comprising (a) a credit card, (b) a debit card, (c) a 
loyalty card, (d) a smart card, (e) a card including 
5 magnetic storage media, (f) a card including solid state 
storage media, and (g) a card storing encryption key 
information useable to encrypt transaction data for said 
card holder. 

10 15. The system of claim 13, wherein said electronic 

address is an internet e-mail address. 

• 16. The system of claim 13, wherein said electronic 
network includes the internet. 

15 

17. The system of claim 13, wherein said second 
device transmits said information via said electronic 
network to said electronic address. 

20 18. The system of ^claim^reT 'wher^^^^^^^ 

device is selected from the group consisting of (i) said 
second device is included in said first device, and (b) a 
second computer system able to communicate with said 
electronic network. 



25 



30 



19. 



The system of claim 13, wherein said computer 
system executes a financial accounting routine that 
integrates into an accounting said information 
identifying subject matter of said transaction. 



20. The system of claim 13, wherein said computer 
system includes a receipt server system that executes a 
financial accounting routine that integrates into an 
accounting said information identifying subject matter of 
35 said transaction. 
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